Ha ocHoBy unaHa 8. 3akoHa 0 uHdopmaumnoHoj 6e3beaHoctn (,Cnyx6eHn rnacHuk PC”, 6poj
6/16), unaHa 2. Ypeabe o bnwxem cagpxajy lMNpasunHuka o 6e36egHoOCTN MHGMOPMaUNOHO-
KOMYHMKAUMOHUX cucTeMa of nocebHOr 3Hayaja, HaumHy npoBepe WH(POPMaLMOHO-
KOMYHMKaUMOHUX cucTeMa o nocebHOr 3Hayaja M cagpxkajy wusBewTaja O npoBepu
NH(MOPMaLMOHO-KOMYHUKALUMOHOr cucTeMa of nocebHor 3Hayaja (,Cn. TnacHuk PCY, 6p.
94/2016) n unaHa 42 CratyTa lpaga MNupota ("Cn. nuct lpaga Huwa 52/16") n unaHa 22
Oanyke o paackom Behy ("Cn. nuct Mpaga Huwa 72/2016"), M'paacko Behe Mpaga Mupota
AaHa 17.05. 2017. roavHe OoHeo je

MPABUJTHUK
0 6e36eaqHOCTM MH(POPMALIMOHO - KOMYHUKALMOHOI cucteMma Mpapa NMupoTta

I. YBopHe oapen6e
YnaH 1.

OBMM NpaBWIHMKOM, Y CKflady Ca 3aKOHOM O MHdbopMaumoHoj 6e36eaHocTM M Ypeabom o
6nmxem cappxajy MpaBunHuka o 6e36eaHOCTN MHDOPMALMOHO-KOMYHUKALMOHMX CUCTEMA Of
nocebHOr 3Havaja, HauMH npoBepe WMHAOPMALMOHO-KOMYHUKALMOHUX cucTeMa of nocebHor
3Hayaja M cagpxaj u3BewTaja O NpoBepn MH(POPMALMOHO-KOMYHMKALIMOHOr CucTeMa of
nocebHor 3Hauvaja (,Cn. MnacHuk PCY, 6p. 94/2016), yTBphYyjy Ce Mepe 3awTuTe, NpUHUMNN,
HaYMH 1 Npoueaype nocTu3ama U oApXKaBakba afeKBaTHOr HMBOa 6e36egHOCTM cucTeMa, Kao u
oBnawherwa W 0ArOBOPHOCTM y Be3n ca 6e3begHowhy u pecypcuma  WHbOpMaunoHo
KoMyHuKaumoHor (MKT) cuctema Mpapa Mupota (y aarbeM Tekcty: UKT cuctem).

YnaH 2.
Mepe nponucaHe OBMM MpPaBWIHUKOM Ce OAHOCE Ha CBe OpraHv3auMoHe jeauHuue Ynpase
rpaga NMupoTa, Ha CBe 3anocneHe - KOpUCHMUKE MHGOPMATUUKMX pecypca, Kao 1 Ha Tpeha nuua

Koja kopucte nHdopmaTtuuke pecypce Npaaa Nuporta.

HenowToBake oapeabu oBOr nNpaBuHUKA MOBAAYM AMCUMUMIMHCKY OArOBOPHOCT  3arnoc/eHor-
KOpUCHMKa nHdopMaTnukmx pecypca Npaga MNuporta.

3a npahere npuMeHe oBor npasuiHMKa obasesyje ce Oacek 3a MHGOpMaTUKy paacke ynpase
papa MupoTa.
YnaH 3.

MojeanHM TEPMUHKN Y CMUCITY OBOI NMPaBUSIHMKA UMajy cneaehe 3Hauee:



1) wuHpopmaymoro-komyHukaymorn cucrem (MKT cucrtem) je TexXHONOWKO-OpraHM3aumoHa
LiennHa Koja obyxeara:

(1) enekTpoHCKE KOMYHMKaLMOHE Mpexe Yy CMUCY 3aKoHa Koju ypehyje enekTpoHcke
KOMYHUWKauuje;

(2) ypehaje nnm rpyne mehycobHo noeesaHux ypehaja, TakBux Aa ce y OkBupy ypehaja,
OAHOCHO Yy okBupy 6apem jeaHor w3 rpyne ypehaja, BpwuM ayTomaTcka obpaga noaaTaka
KopuwhereM pavyHapcKor nporpamMa;

(3) nogaTke Koju ce noxparbyjy, obpahyjy, npeTpaxyjy unmn npeHoce noMohy cpeacrasa
n3 noatad. (1) n (2) oBe Tauke, a y CBpXy HUXOBOr paaa, ynotpebe, 3aliTuTe unn oap>xaBamba;

(4) opraHu3aumnoHy CTpYKTYpy nyTeMm Koje ce ynpasrba UKT cucremom;

2) uH@opmaLmoHa 6e36e4HoCT NpeacTaB/ba CKyn Mepa Koje oMoryhasajy Aa nogaum kojuma ce
pykyje nytem UKT cuctema 6yay 3awtnheHn og HeosnawheHor Npuctyna, Kao 1 aa ce 3alTuTu
WHTErpuTeT, PacronoXmnBOCT, ayTEHTUYHOCT U HEMOPeLMBOCT TUX noaaTtaka, Aa 6u Taj cuctem
(yHKUMOHMCAO KaKo je npeasuheHo, kada je npeasuheHo 1 noa KOHTPooM oBnawheHnx nuua;
3) 7ajHOCT je CBOJCTBO KOje 3Hayu Aa noaaTtak HUje AoCTynaH HeoBnawheHnM nuumma;

4) MHTErpUTET 3HaUYM OYYBaHOCT M3BOPHOI CaapXaja U KOMMAIETHOCTW noaaTtka;

5) pacronoxuBoCT je CBOjCTBO Koje 3Hauu Aa je nogatak AOCTynaH U ynotpebrbusB Ha 3axTes
oBnawheHunx nvua oHAa kaga uMm je notpeban;

6) ayTeHTMYHOCT je CBOJCTBO Koje 3Hauu aa je moryhe nposeputy M NOTBPAMTKM Aa je nojaTak
CTBOPMO WM NOCNAo OHAj 3a Kora je AeknapucaHo Aa je Ty paarby M3BpLUKO;

7) HeriopeymBoCT nNpeacTaB/ba CNOCOOHOCT AOKa3MBarba Aa ce goroavna oapeheHa paara unm
[a je HacTynmo oapeheHun gorahaj, Tako Aa ra HakHagHo Huje moryhe nopehu;

8) pu3mk 3Haum MoryRHOCT HapylaBarba MHdOpMaunoHe 6e36eaHOCTM, OAHOCHO MoryhHoCT
HapylaBarba TajHOCTW, MHTErpuTeTa, PacrnonoOXUBOCTU, AyTEHTUYHOCTU WN HEMOPELMBOCTH
noaaTaka wnv Hapylwasakba UcnpaBHor yHKUMoOHMCara MKT cucteMma;

9) ynpas/parbe puMKOM je CUCTEMATMYaH CKyn Mepa KOju YK/bydyje nnaHuparse,
OpraHuM3oBarbe M yCMepaBake aKTMBHOCTU Kako 6u ce o06e36eamMno fga pusnum OCTaHy Yy
NPONUCaHNUM 1 NPUXBaT/bMBUM OKBUPUMA;

10) uHUMAEHT je yHyTpalra MAW CrosbHa OKOMHOCT unuM aorahaj Kojum ce yrpoxasa wiau
HapyLwwasa nHdopmMaumoHa 6e36eaHocCT;

11) mepe 3awrnre UKT cuctema Cy TEXHUYKE M OpraHusauMoHe Mepe 3a YhpaB/bake
6e36egHOCHMM pusmumMa UKT cuctema;

12) 7ajHm nogarak je nopgaTtak Koju je, y cknagy ca nponucMMma o TajHOCTW noaataka, ogpeheH
N 03Ha4veH oapeheHnM cTeneHoM TajHOCTW;

13) UKT cucrem 3a pag ca rajHum riogaumma je KT cucteM Koju je y cknagy ca 3akOHOM
oapeheH 3a paa ca TajHuM nogaumma;

14)  komnpomutyjyhe  enektpomarHeTHo 3padere (KEM3) npeactaB/ba HeHaMepHe
eNeKTpOMarHeTHe emMucuje NpUWIKKOM MpeHoca, obpage wnvM dyBarba MofaTaka, uujum
MpUjEMOM N aHaNN30M Ce MOXE OTKPUTM CaapiKaj TUX NojaTaka;

15) «kpunrobezbegHocr je KOMMoOHeHTa wH@opMaumoHe 6e36egHocT  koja  obyxsaTa
KpMNTO3aLWTUTY, ynpas/bake KpuntoMaTepujanMma n pas3soj MeToda KpUnTo3awTuTe;

16) KkpunTozawmTa je npuMeHa MeToda, Mepa M NocTynaka paav TpaHchopMucara nogaTaka y
061K Koju nx 3a ogpeheHo BpeMe unn TpajHO YMHWU HeaOCTYNMHUM HeoBnawheHnM nuuuma;

17) kpurrorpagckm nponzsog je codTeep nnn ypehaj nytem Kora ce BpLUM KpUNTO3aLWTUTA;

18) kpurnitomarepujasin cy Kpuntorpadckum npowM3BOAWM, MNOAAUM, TEXHUYKA AOKYMeHTaumja
KpunTorpacdCckmx Npon3BoAa, Kao 1 oarosapajyhu kpuntorpadckm

KIby4eBu;



19) 6e36egHocHa 30Ha je NMpocTop WAM NPOCTopuvja Y KOjoj ce, y CKiagy ca nponucMMa o
TajHOCTN nogaTtaka, obpahyjy u 4yyBajy TajHu nogaum;

20) uHpopmaymoHa o6pa obyxsaTajy nofaTke y AaToTekama n 6asama nogaTaka, NporpamMmcKu
kOA, KOHMUrypaumnjy XapABEPCKMX KOMMOHEHaTa, TEXHWYKY W KOPUCHMYKY [OKYMeHTauujy,
YHYTpaLlH€e onwTe NpaBuHUKe, npoueaype 1 ClIMYHO;

21) VPN (Virtual Private Network)-je ,npvBaTHa" KOMyHMKauUMOHa Mpexa Koja omoryhasa
KOpPUCHMUMMA Ha pas3fBOjeHVMM JioKauujama Aa MNpeKko jaBHe Mpexe jeaHOCTaBHO OApiKaBajy
3aWwTnheHy KOMyHUKauujy;

22) MAC apgpeca (Media Access Control Address) je jeanHcTBeH 6poj, KOjuUM ce BpLUK
naeHTndrKaunja ypehaja Ha Mpexn;

23) Backup je pe3epBHa konuvja noaaTtaka;

24) Download je TpaHcdhep nopaTaka ca UeHTpanHor padyHapa win web npeseHTauuvje Ha
NOKasTHU payyHap;

25) UPS (Uninterruptible power supply) je ypehaj 3a HenpekMaHO Hanajarbe eneKTpUYHOM
eHeprujom;

26) Freeware je 6ecnnaTtaH codTeep;

27) Opensource codTBep OTBOPEHOI KOAA;

28) Firewall je ,3aWTUTHM 31A" OOHOCHO CUCTEM MPEKO KOra Ce BPLUM HAA30p M KOHTPONMLLE
nNpoToK WHdopMauunja m3Mely nokanHe Mpexe W UHTepHeTa y uwby OHeMmoryhaBara
3/10HAaMEpPHUX aKTUBHOCTU;

29) USB vnu cnew memMopuja je cnosblikbn Meavjym 3a CKIaavliTere noaaTaka;

30) CD-ROM (Compact disk - read only memory) ce KOpPUCTM Kao MeaujyM 3a CHUMarE
nofartaka;

31) DVD je onTHUYKM ONCK BUCOKON KarnauMTeTa KOjU Ce KOPUCTU Kao MeaujyM 3a cKnaguTere
nofartaka;

II. Mepe 3awiTuTe
YnaH 4.
Mepama 3awTtnte UKT cuctema ce 0besbehyje npeBeHUMja o4 HacTaHKa MHUMAEHATa, OAHOCHO

npeseHUMja N MMHMMU3aUMja WTeTe o4 MHUMAEHATa KOju yrpoXasajy BpLUEeHe HaA/IEXHOCTU U
obaB/bare AenaTHOCTM, a NOCebHO Yy OKBMPY NpyXaka ycnyra ApyruM nmumMma.

1. OpraHn3aymnoHa CTPyKTypa, ca yTBpHeHNM roc/IoBUMa M O4roBOPHOCTHMA
3arnocseHnx, KojomM ce OCTBapyje ynpas/batbe€ HHpopmaynoHom b6e3begHowhy y
oksnpy Ipaga lMupora

YnaH 5.

Csakun 3anocneHu-KopucHuk pecypca UKT cuctema je oaroBopaH 3a 6e36eaHocT pecypca UKT
cucTeMa Koje Kopuctu pagu obasrbarba NociioBa U3 CBOje HaANeXHOCTU.



3a KOHTpONY M Haa30p Haa obaBrbarbeM MOCOBA 3amnoC/eHNX-KOPUCHWUKA, Y UWbY 3aluTute u
6e36eqHocTn UKT cucrema, kao 1 3a obasrbarbe Nnocnosa n3 obnactn 6e36egHOCTM LeNoKynHOr
NMKT cuctema [papga [MMupota HaanexaH je Oacek 3a wHbOpMaTUKy, Yy cknagy ca
cucTemMaTu3auunjoM pagHux Mecta y Ynpasu rpaga Mupota 6p. I11-06/65-2016, oa 23.12.2016.
roavHe.

YnaH 6.

Moa nocnosumMa u3 obnactn 6e3begHocTn yTBPhHYjY Ce:

e OCNOBM 3aWTUTE MHGOpMaUnoHnx aobapa, 0AHOCHO CpeAcTaBa MMMOBMHE 3a Haa3op
Haz NOCMOBHMM MnpoLecMMa of 3Hauvaja 3a MHdopMaumoHy 6e36eaHoCT;

e [OCNOBM Yynpas/bakbe pusnumMa y obnactm uHbopMmaumoHe 6e36egHOCTM, Kao M
nocnosu npeasuheHn npoueaypama y obnactm nHdopmMaumoHe 6e3beaHocTu;

e N0cnoBu oHeMoryhaBaha, OAHOCHO cripeyaBatba HeoBnawheHe UM HeHaMepHe M3MEHE,
owTtehewa unm 3noynoTpebe cpeactaBa, OAHOCHO MHMOPMauUMOHMX Aobapa WKT
cuctema paga, kao u NpucTtyn, usmeHe unm kopuwhere cpeacrasa 6e3 osnawhera u
6e3 eBnaeHuUMje 0 TOMEe;

e npahere aKTUBHOCTM, PEBMU3NjE M HAA30pa Yy OKBUPY YynpaB/batba MHEMOPMALMOHOM
6e36eaHowhy;

e obaBellTaBarbe HaAAEXHUX OpraHa O wHumaeHtuma y WKT cucrtemy, y cknagy ca
nponuMcuMa.

Y cnyyajy mHumpeHta Oacek 3a uHdopmaTtuky paacke ynpase paga lNMupota, obaseluTaBa

HayenHuka [pafcke ynpaBe, KOju y cknagy ca nponucuMma obaBellTaBa HaA/leXXHe OpraHe y
UW/by pellaBarba HacTtanor 6e36eqoHOCHOr MHUMAEHTA.

2. be3begHocT paga Ha Aa/bMHY H yrioTpeba Mobu/iHnx ypebaja
YnaH 7.

Pag Ha garbmHy n ynotpeba MobunHux ypehaja y UKT cuctemy Huje omoryheH.

3. ObeszbehnBawe ga /mya koja kopncre UKT cucreM O4HOCHO yripaB/bajy
UKT cncremom 6yay ocrnocob/beHa 3a Mocao Koju page M pasyMejy CcBojy
04roBOPHOCT

YnaH 8.
MKT cuctemoM ynpasbajy 3anocieHn y cknagy ca BakehoM cuctemMatmsaumjomM pagHux Mecra.
Opcek 3a MHOPMATUKY je AyxaH Aa cBakor HoBo3anocneHor-kopucHuka UKT pecypca ynosHa
Ca 0AroBOpHOCTMMa W npasunuma kKopuwhewa WKT pecypca [paga MupoTa, n aa Boam

eBuAeHUnjy O u3jaBamMa HOBO3aAMOC/IEHMX — KOPUCHMKA fAa Cy Yro3HaTv ca rpaBuiuMma
Kopuwhera UKT pecypca.



CBako kopuwherwe WKT pecypca paga lupoTa o4 CTpaHe 3anocieHor-KOpuUCHWKa, BaH
poaerbeHux osnawhewe, nognexe AUMCUMMIIMHCKO] OArOBOPHOCTWM 3aroC/ieHOr KojoM ce
AedmH1IE 0AroBOPHOCT 3a HeoBnawheHo Kopuwherwe UMOBUHE.

4. 3awrTuta og pM3HKa KOjH HacTajy npu rnpoMeHamMa rnocsiosa MM npecraHka
PagHor aHra)>xoBarba Jinya 3arnoc/ieHmnx kog oneparopa KT cucrema

YnaH 9.

Y cnyyajy npoMeHe noOCNoBa, OAHOCHO HAANIEXHOCTM KOPUCHMKa-3anocneHor, Oacek 3a
MHOpMaTMKy he M3BPLIMTM NPOMEHY NpUBUIETUja KOje j& KOPUCHMK-3aMOoC/IEHM MMao Y CKaay
Ca OMMCOM padHMX 3a4aTaka, a Ha OCHOBY 3axTeBa MPETMNOCTaB/bEHOr PYKOBOAMOLLA.

Y cnyyajy npectaHka paAHOr aHra)koBarba KOPUCHWMKA-3amnoC/eHOr, KOPWUCHWYKWM Hanor ce
yKuaa.

O npecTaHKy pafHOr OAHOCA WNW PafiHOT aHraXKoBakba, Kao M MPOMEHW paaHor Mecta, Opacek
3a Jby/[ICKE PECYPCE 1 OMLITE NOC/IOBE Yy Capafilbi Ca HEMOCPEAHUM PYKOBOAMOLIEM, je Ay>KaH Aa
obasecTn Oacek 3a MHGOPMATUKY, paau YKuAara, OAHOCHO M3MEHY MPUCTYMHUX NpUBUNEruja
TOr 3aMoC/IEHOM-KOPUCHMKA.

KopucHunk UKT pecypca, HakOH NpecTaHKa pagHOr aHra)koBarba Y YnpaBu, He cMe Aa OTKpuBa
noAaTke Koju cy oA 3Hadvaja 3a MHdopMaumoHy 6e3beagHocT KT cuctema.

5. WpentngpnkoBamwe nHgpopmaynoHnx gobapa m ogpehnBarbe 0[roBOPHOCTH
3a HHUXOBY 3alUTHTY

YnaH 10.

NHdopmaumnoHa aobpa paga MupoTa Cy CBM pecypcu KOju caapxke nocnoBHe WHdopmauuje
Ynpase rpaga [MvpoTa, O4AHOCHO, MyTEM KOjuX ce Bpwu u3paga, obpaga, yyBare, MPeHOC,
6pucarbe n yHuwTaBamwe nogataka y UKT cuctemy, ykbydyjyhm cBe enekTpoHcKe 3anuce,
pavyHapcky onpeMy, MmobunHe ypehaje, 6a3e nogataka, NOCMOBHE annnkaumje, KoHburypaumjy
XapABEePCKMX KOMMOHEeHaTa, TEXHUYKY W KOPUCHUYKY AOKYMEHTauujy, YHyTpalHe npaBuUiHUKE
Koju ce ogHoce Ha UKT cuctem u cn.

EBnaeHunjy o wHdopmaumoHnm pobpuma Boan Opcek 3a MHGOPMATWKY, Y NanupHOj wam
€1eKTPOHCKOj (popMu.

MNpeameT 3awTuTe Cy:
e Xxapagepcke u codTBepcke KoMnoHeHTe UKT cuctema
e nogauu Koju ce obpahyjy unm vyeajy Ha komnoHeHTaMa UKT cuctema



*  KOPUCHWYKWM HANO3M U ApYru nogaum o KOpUcHUUMMa MHbopMaTuukmx pecypca UKT
cucteMa

6.KnacngpnkoBamwe nogaraka Tako fga HHBO HHXOBE 3alITUTE OFroBapa
3Havajy nogaraka y CK/Iagy ca Ha4ye/IoM yrnpasB/bakba PH3HKOM H3 3aKoHa O
HMH@popMaynoHoj 6e36egqHocTH

YnaH 11.

Mojaum koju ce Hanase y WKT cucteMy npeacrtaB/bajy TajHYy, ako Cy Tako AedUHUCAHM
oapenbama nocebHUM nponncuma L.

Moaaum Koju ce o3Haye Kao TajHKu, Mopajy butn 3awTuheHn y cknagy ca oapenbama Ypeanbe o
nocebHMm Mepama 3awWwTUTE TajHUX nodaTaka Yy WHGPOPMAUMOHO-TENEKOMYHUKALMOHUM
cuctemnma (,Cn. MnacHuk PCY, 6p. 53/2011).

[eTarbaH onuc nHgopmMaumja, Hocaumma MHdopmaumja n AOCTYNHOCTU NoAaTaka Hanasu ce y
MHdopmaTopy o paay Mpaaa MuporTa.

7. 3awrnra Hocaya rnogaraka
YnaH 12.

Oncek 3a MHdopMaTMKy he ycnocTaBuTU OpraHusauujy MpucTyna M pafga ca nogauuma,
nocebHO OHMMa Koju 6ydy O3HAYEHM CTEMEHOM CNY>KOEHOCTU WM TajHOCTM Yy cknagy ca
3aKOHOM O TajHOCTM noaaTaka, Tako Aa:

e nojauM wn [AokyMeHTM (nocebHO OHM Ca O3HAKOM TAjHOCTU) MOry Aa ce CHuUMe
(apxuBKnpajy, 3anuviLy) Ha cepBepy Ha KOMe ce CHMMAjy nodauw, y donaepy Haj Kojum
he npaBo npucTyna MmaTn camo 3anocieHn-KOpUCHULUM KojuMa je To npaso obesbeheHo
O4JTYKOM HauyesnHuKa.

e ojauu u AOKyMeHTWU (NocebHO OHM ca 03HAKOM TajHOCTM) MOry Aa Ce CHUME Ha Aapyre
Hocaye (ekcTepHu Xapa avck, USB, CD, DVD) caMo oa cTpaHe oBnawheHux 3anocneHmnx
— KOpPUCHMKa.

EBnaeHuUmMjy Hocaya Ha KojuMa Cy CHUM/beHW nogaun soam Oacek 3a MHGOPMATUKY U TU Meamju
Mopajy buTn nNponucHo obenexeHn u OANOXEHW HAa MecTo Ha KoMe he 6uTn 3awTtnhenn oa
HeoBnawheHor npucryna.

'3aKoH 0 cNo6oAHOM NpUCTYNYy MHbOPMaLMjama og, jaBHOT 3Hauaja (,,Cn. FTnacHuk PCY, 6p.120/04,
54/07,104/09 1 36/10), 3aKkoH 0 3alITUTN noaaTtaka o AndHoctu (,,Cn. MacHuk PC“, 6p.97/08,104/09-AP.
3aKoH 68/12,-O/TYKA YC 1 107/2012), 3akoH o TajHocTu nogataka (,,Cn. MnacHuk PC“, 104/2009), Kao u
Ypenba o HauMHy K NOCTYNKY O3Ha4YaBakba TajHOCTU NoAaTaka, 0AHOCHO AoKymeHarTa (,Cn. FhacHuk PCY,
6p. 8/2011)



Y cnyyajy TpaHcnopTa Meavja ca noaauMma, HadyenHuk Ynpase he oapeanTy oaroBopHy ocoby
M HauMH TpaHCnopTa.

Y cny4ajy ncteka pokoBa YyBahba nofaTtaka Koju ce Hanase Ha MeaujuMa, nogaun mMopajy éutu
HenoBpaTHO 06pucaHK, a ako To Huje Moryhe, TakBuM Meanjn Mopajy 6utn duanukn owTeheHu,
OOHOCHO YHWULUTEHM.

8. OrpaHnyemre rnpucTyna nogaynma M CpeqCTBMMa 3a obpagy nogaraka
YUnaH 13.

Mpuctyn pecypcuma UKT cuctema ogpeheH je BpCTOM Hanora, OAHOCHO AOAE/LEHOM Y/IOrOM
KOjy 3anoc/eHn-KOpPUCHUK UMa.

3anocneHn Koju MMa agMMHUCTPATOPCKM Hasnor, MMma npasa npuctyna csuMm pecypcuma UKT
cucteMa (CopTBEPCKMM U XapABEPCKUM, MPEXM U MPEXHUM pecypcuMa) Yy Uniby MHCTanaumje,
op>KaBarba, NojellaBaka M yrnpasbaka pecypcuMa UKT cuctema.

3anocneHn - KOPUCHMK MOXEe Aa KOPUCTW CaMO CBOj KOPWUCHWYKM Hanor Koju je pmobuo op
aAMUHWCTpaTopa U He cMe aa omoryhu ApyroM nuuy Kopuwhere HeroBor KOPUCHUYKOTD
Hasora, CeM afIMMHUCTPATOpPY 3a NOAELLAaBaHe KOPUCHUYKON NPOohuna 1 paiHe CTaHuLe.

3anocneHn-KOpUCHUK Koju Ha 6uno Koju HauumH 3noynotpebu npasBa, oaHOCHO pecypce UKT
CMCTeMa, noasiexe KpUBMYHOj W ANCUMMIIMHCKOj OArOBOPHOCTY.

3anocneHn-KOpuCHUK AyXkaH je aa nowTyje u cnegeha npasuna 6e36eaHor v npumepeHor
kopuwhera pecypca UKT cuctema, 1 10 aa:

1) KopuCTK nHpOpMaTHUKE pecypce UCKIbYUYMBO Y MOCTIOBHE CBPXE;

2) npuxeBaTu Aa Cy CBM MogauM KOju ce CKNaauvwiTe, NpeHoce WM npouecvpajy y OKBUpY
NMHbOpPMaTUYKKX pecypca BnacHUWTBO Mpaga MNupoTa 1 aa Mory 6uTn NpeaMeT Haarneaara u
npernefama;

3) nocTtyna ca noBep/bMBMM ModauMMma y Ckragy ca nponuvcuMa, a nocebHo MpuMkom
Konuparba M NpeHoca NoaaTaka;

4) 6e36enHO YyBa CBOje NO3MHKE, OAHOCHO [a UX He ofaje ApYruM NnumMMma;

5) MeHa No3MHKe carnacHo yTBpheHnM npasnnmma;

6) npe CBaKor yaasbaBaka Of pagHe CTaHuue, OAjaBK ce ca cucTema, OAHOCHO 3ak/byda pagHy
CTaHuuy

7) 3axTeB 3a WMHCTanaumjy codTBepa WnM xapAasepa NoaHOCKM Yy nucaHoj dopmn, opobpeH of
CTpaHe HenocpeaHor pykosoamoua;

8) 06e36eam cnrypHOCT noaaTaka y cknagy ca BaxkehuMm nponucuma;

19) npuctyna uWHMOPMATUUKMM pecypcMMa CaMO Ha OCHOBY €KCM/IMUMTHO A0AESbEHMX
KOPUCHWYKKX NpaBa;

10) He cMe pga 3aycCTae/ba pag wnan bpulle aHTUBMPYCHU NPOrpaM, Merba Herose nogeleHe
onuuje, HUTU Aa HeosnawheHo MHCTannpa Apyrn aHTUBUPYCHU NPOrpam;

11) Ha pagHOj CTaHMUM He CMe Aa CKNaAULLTL caapikaj Koju He CNyXu y NoCnoBHE CBPXE;

12) uspahyje 3awTntHe Konuje (backup) nogataka y cknagy ca nponucaHnM npoueaypama;

13) KOPUCTM MHTEPHET N eNEKTPOHCKY MOLWWTY Y Ynpasu rpaaa MNupoTa y cknagy ca nponncaHuMm
npoueaypama;



14) npuxBaTn aa ce ogpeheHe BpcTe MHMOPMATMUKMX WHTEpBeHUMja (M3paja 3alTUTHUX
Konuja, axypupare nporpama, MoKpeTawe aHTMBUPYCHOr nporpamMa M cn.) obaemajy Yy
yTBpheHo BpeMe;

15) npuxBatn Aa cBu NpUCTynn MHGOPMATUYKMM pecypcuma u nHdopmaunjama Tpeba aa 6yay
3aCHOBAHM Ha NPUHUMIMY MUHUMANHE HEOMXOAHOCTU;

16) npuxBaTu Aa TexHWKe curypHoctu (aHTu Bupyc nporpamu, firewall, cuctemn 3a getekumjy
ynaga, cpeacrtBa 3a wudpuparbe, CpeacTBa 3a MpoBepy WMHTerpuTeTa U Ap.) crpeyasajy
noteHumnjanHe npetwe UKT cuctemy.

17) He cMe ga uHcTanupa, Moaudukyje, UCKibydyje U3 paga wnm bpuile 3aWTUTHU, CUCTEMCKM
WM anankaTneHu codTeep.

9. OpobpaBamwe osBnawheHor npucryna M crnpevyaBawe HeosnawheHor
npucryna KT cucremy n yciayrama koje UKT cucrem npyxa

YnaH 14.

MpaBo npuctyna uMajy camMo 3anoC/eHW/KOPUCHWULUM KOjU WMajy aAMUHWUCTPATOpCKe Wau
KOPUCHUWYKE Hanore.

"AOMUHUCTPATOPCKM Hanor" je jeaMHCTBEHM Hanor Kojum je omoryheH npuctyn u
aAMMHUCTpaumja ceux pecypca MKT cuctema, Kao M OTBaparbe HOBMX M M3MeHa noctojehux
Hanora.

AOMUHUCTPATOPCKM Hanor Mory Aia Kopucre camo 3anocsieHn y Oaceky 3a MHOpMaTuUKy.
"AAMUHUCTPATOPCKM Hanor 3a ynpae/barbe 6a30M noaataka" je je jeAMHCTBEHW Hanor Kojum je
omoryheH npucTyn n agMMHUCTpaumja oapeheHe 6ase nogaTaka.

"AAMUMHUCTPATOPCKN Hanor 3a ynpae/barbe 6a3oM nogataka" Mory Aa KOpUcTe caMo 3anoc/ieHu
Ha Noc/oBMMa odpkaBakba 6a3e nogataka unm aytopu codTeepa 3a obpaay Te 6asze.

KOp1CHWYKM Hanor ce cactoju o4 KOPUCHUYKOr MMEHa M NIO3MHKE, KOju Ce MOry yKyuasaTu Uun
ynTaTU Ca Meamja Ha KOMe MOCTOjU eNneKTPOHCKU cepTudurKaT, Ha OCHOBY KoOra/jux ce BpLUM
ayTeHTUdMKaumja — NpoBepa MAEHTUTETA U ayTopu3aunja — Nposepa nNpasa NpUCTyna, O4HOCHO
npasa Kopuwhera pecypca MKT cucteMa oa CTpaHe 3anocneHor-kOpucHuKa.

KOpUCHWMYKM Hanor AoAerbyje afMMHUCTPATOp, Ha OCHOBY 3axTeBa 3aroC/ieHOr 3aAyXeHor 3a
yrpaB/bakbe JbyICKUM pecypcuMa y capajtbil Ca HEMnocpeaHMM PyKOBOAMOLIEM M TO TEK HaKOH
YHOCa MnojaTaka O 3aroc/ieHoM y codTBEP 33 yrnpaB/batbe JbyACKUM PECYpCMMaA, @ Y CKiady ca
notpebama obaBsbatba MOCMOBHUX 3a/aTaka Off CTPaHe 3anoC/eHOr-KOpucHMKa.

AOMUHUCTpATOp BOAW EBUAEHLIMjY O KOPUCHMYKMM Hano3uma, NpoBepaBa HUxoBo kKopuwherbe,
Meha NpaBa MPUCTyMa M YKMAQ KOPUCHWMYKE Hasore Ha OCHOBY 3axTeBa 3aroC/eHOr Ha
MOCMOBMMa ynpaB/batba SbyACKUM pecypcMa, OAHOCHO HaZNeXHOr pyKoBOAMOLa.



10. YTBphuBare 0O[roBOPHOCTH KOPHCHHMKA 3a 3alUTHUTY COIMCTBEHNX
cpegcraBa 3a ayTeHTUKaUNjy

YnaH 15.
KOpWCHWYKM Hanor ce cacToju 04 KOPUCHUYKOI MMEHA U NO3WHKE.

JloanHka He cMe pJda cagpXxu uMme, npesuMme, aatym pohewa, 6poj TenedoHa wn apyre
npeno3HaT/buMBe NoaaTke N He cMe buTu Kpaha oa 5 kapakTtepa.

AKO 3amocneHn-KOPUCHWK NOCYyMHa Aa je ApYro nvue OTKPUIO HeroBy NO3WMHKY AyXaH je Aa
UCTY OAMAX U3MEHMU.

3anocneHn-KOPUCHUK Ay>XKaH je Aa Merba JTIO3VMHKY HajMare jeaHOM y 6 Meceuy.

/cTa nosuHKa ce He CMe NOHaB/baTW Y BPEMEHCKOM NepUoAay O ABE roAvHE.

KOpUCHMUYKI HAMor MOXe [a Ce Ce Kpenpa W Ha OCHOBY MojaTaka Koju ce Hanase Ha Meaujy ca
KBa/IMPUKOBAHUM ENEKTPOHCKUM cepTUdMKATOM (HMP. SIMYHA KapTa Ca YMMOM U YrNMCaHWUM

cepTUdUKaTom).

MpujasbuBarbe Y UKT cuctem Mpaga Mupota Moxe aa ce spwn u ybaumBarbeM Meauja ca
€NEeKTPOHCKMM cepTUMKATOM Y YnTay KapTuua.

HeoBnawheHo ycTynawe KOPUCHWUYKOr Hanora ApyroMm nudy, noanexe AMCUMINIMHCKO]
OAroBOPHOCTM.

11. lpeasunbare ogroBapajyhe ynorpebe kpunroszawture pagH 3aliTHTE
TajHOCTH, ayTEHTHYHOCTH OAHOCHO MHTErpUTETa Nogaraxa

YnaH 16.
Mpuctyn pecypcuma VKT cuctema Mpaaa MupoTa He 3axTeBa NOCebHY KpMMTO3aLTUTY.
3anocneHn-KoOpnCHULUM KopucTe KBanndUKOBaHe eneKTPOHCKe cepTUdukaTe 3a eneKTPOHCKO
noTNMCUBarbe AOKYMEHaTa Kao M ayTeHTUdMKauujy M ayTopu3aumjy npuctyna nojeamHuM

anavkauujama.

3anocnenn Ha nocnoeuMa UKT cy 3aay»keHu 3a MHCTanaumjy notpebHor codTBepa v xapasepa
3a Kopuwhere cepTudmkaTa.

3anocneHn-KOpUCHULM Cy OYXHW Aa 4yBajy CBOje KBalMGUKOBAHE eNeKTPOHCKe cepTudukaTe
Kako He 61 gownu y nocea Apyrux nvua.



12. ®n3nyka s3awrnra objexkara, fnpocropa, npocropuja O[JHOCHO 30Ha y
KojuMa ce Haslase cpegcrsa mn gokymMeHTn KT cuncrema n obpalbyjy nogaun y KT
cncremy

YnaH 17.

MpocTop Yy KOMe Ce Hanase cepBepu, MpexHa WM KoMyHukaumoHa ornpema UKT cuctema,
OpraHusyje ca Kao aAMUMHUCTpATMBHA 30Ha. AAMMHUCTPATMBHA 30Ha Ce YCMNoCTaB/ba 3a
¢u3nukm npuctyn pecypcuma UKT cucteMa y KOHTPOMCAHOM, BUA/BUBO O3HAYEHOM MpPOCTOpY,
Koju je obe3beheH MexaHMUKOM MM eNeKTPOHCKOM 6paBoM M BUAEO HaA30pOM.

MpocTtop Mopa Aa 6yae obesbeheH on komnpomuTyjyher enektpomarHeTHor 3paderba (KEM3),
noxapa MW Apyrux enemMeHTapHuX Henoroda, U y weMmy Tpeba paa 6yae oarosapajyha
TemnepaTtypa (KnMMaT1M3oBaH NnpocTop).

EBnaeHUMjy 0 ynacky y oBy 30Hy Boau CUCTEM aAMUHUCTPATOP.

13. 3awrnra og rybnrka, owrehemwa, kpahe nian gpyror o6/1Mka yrpoxxaBakba
6e36egHoCcTH cpegcraBa Koja ynHe UKT cucrem

YnaH 18.

Yna3 y npoctopujy y Kojoj ce Hanasn UKT onpema, Ao3BosbeH je camo agMuHucTpatopy UKT
cMcTeMa U1 3anocsieHnMa Ha nocnosuma UKT.

Ocum agMuMHUCTpaTopa cucTema, NpUCTyn agMUHUCTPATMBHO) 30HM MOry umaTu u Tpeha nuua y
UMby WHCTanauuwje u cepsucuparba oppeheHux pecypca UKT cuctema, a no npeTxoaHOM
oaobpery HavenHuka Ynpase, U y3 NpUCYCTBO HAAMEXHOr NMLA: CUCTEM aAMUHUCTpATOpa Un
weda oaceka 3a NHHOOPMATUKY.

MpUCTyn agMMHUCTPATMBHOj 30HM MOXE WMMaTM M 3aroC/ieHNn Ha MOC/IOBMMA OApXKaBahba
XUrMjeHe y3 NPUCYCTBO HAZ/IEXXHOT NMLa - 3anoLbeHor paaHuka Oaceka 3a MHAOPMaTHKY.

MpocTopyja Mopa 6uTM BUABLMBO obenexeHa M y HOj Ce MOpa HanasuTu MPOTUBMOXKApHA
orpema, Koja ce MoXe KOPUCTUTK caMo Yy cnyyajy noxkapa y npocropujn y kojoj ce Hanasmn UKT
onpema 1 Meavju ca nogaumma.

Mpo3opu 1 BpaTa Ha 0BOj NPOCTOpPUjM MOpajy yBek 6UTK 3aTBOpEHM.

CepBepu 1 aKkTMBHa MpexHa onpema (switch-een, modem-u, router-n, firewall), Mmopajy ctanHo
6UTN NpUK/bYYEHN Ha ypehaje 3a HenpekMaHo Hanajare — UPS.

MKT onpema 13 npocropuje ce y cny4dajy onacHoOCTH (noxap, BpEMeHCKEe Hernoroe v ci.) Moxe
n3Hetn n 6e3 ogobpera Ha4venHuKa.
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Y cnyyajy u3Howera onpemMe paau cennabe, unu cepeucMparba, HeonxogHa je nponpaTHa
AOKyMeTaumja y Kojoj ce HaBoAM HasvMB WM TUM OnNpeMe, MHBeHTapcku 6poj, Aoka3z o npujemy
onpeMe Ha cepBuc (peBepc UK C/IMYHO).

AKO ce cepBucepuMa fAdajy HoCauu nopataka ca 6UTHMM nojauvMMa Ha HWUMa, YroBOpPOM ca
cepBucepoM Mopa butn gecmHucaHa obaBesa 3awWwTUTE NoAaTaka Koju ce Hanase Ha Meanjuma
koju cy aeo UKT pecypca Mpaga lMuporta.

14. Obeszb6ehnBarwe HcripaBHoOIr n 6e36e4HOI PyHKUNOHNCAHba CPeACTaBa 3a
obpagy nogaraxka

YnaH 19.

3anocneHn Ha nocnosuMa WKT KOHTMHYMpPaAHO Haa3vpy W npoBepaBajy (YHKUMOHUCaHE
cpeactasa 3a 0bpaay nofataka W ynpassbajy pu3numMMa Koju Mory ytuuatu Ha 6e3beaHoct UKT
cucTema K, y cknagy ca TMM, nnaHupajy, OAHOCHO npeanaxky HayvenHuky Ynpase oarosapajyhe
mepe.

MNpe yBoherwa y paa HoBOr codpTBEpa HEONXOAHO je HanpaBUTU KOMWjy-apxmBy NocCTojehmx
nogaTaka, y uusby npunpeme 3a npoueaypy Bpaharba Ha NpeTxoaHy CTabunHy Bepaujy

NHcTannpare HoBOr codTBepa Kao U axypupare nocrtojeher, OAHOCHO WMHCTanaumja HoBse
BEp3uje, MOXe Ce BPLUMTN Ha HAYMH KOjU He OMeTa onepaTUBHU paj 3anoc/IeHNX-KOPUCHMKa.

Y cny4ajy Aa ce Ha HOBOj Bep3nju codpTBepa Koju je yBeaeH y onepaTtvBHU paj npuMmeTe 6UTHM
HeagoCTauM Koju Mory ytuuatv Ha pag, notpebHo je npuMeHuTM npoueaypy 3a Bpahame Ha
npeTxoaHy cTabunHy Bep3unjy codraepa.

3a pa3Boj K TecTupame codTeepa npe yBohewa y paa y UKT cucteM Mopajy ce KOpUCTUTU
CcepBepu 1 nofauu Koju Cy HaMeH-eHU TeCTUpakby U pa3Bojy.

Mpu TecTnpary codTeepa je noTpebHo 06e3beanTn HeomeTaHO PyHKUMOHMCae UKT cuctema.
3abparbeHo je kopuwhere cepeBepa KOju Ce KOpUCTe y OnepaTMBHOM pafy 3a TecTupame
codTBEPA, HA HAYMH KOjU MOXe Aa 3ayCTaBu HOpMasHoO yHKunoHucarwe UKT cncrema.

15. Fawrnra nogaraka N cpegcrBa 3a ob6pagy nogaraka o4 3/I0HaMEPHOr
cogprBepa

YnaH 20.
3awTuTa 04 3M0HaMepHor codTBepa Ha MpeXu CNpoBOAM Ce Y LUWby 3alTuTe oA BUpyca M
Apyre BpCTe 3/I0HaMEepHOr KOAA  KOjU Y payvyyHapCKy Mpexy Mory [OCNeTU  UHTEpHeT

KOHEKLMjOM, WMEjnoM,  3apaXeHuM npeHocHuM  Meaujuma (USB memopwuja, CD wuta.),
WHCTanauunjoM HenvueHumpaHor codTeepa v cr.
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3a ycreluHy 3alTUTy 04 BMpPYCa Ha CBAKOM padyHapy je MHCTanupaH aHTMBUPYCHW MpOrpam.
CBaKOJHEBHO Ce ayTOMaTCKM BPLUK AOMYHA aHTUBMPYCHUX AeduHULMja.

3abparbeHo je 3aycTaB/barbe M WUCK/byuMBarbe€ aHTUBMPYCHOr codTBEpa TOKOM CKeHMpama
NPeHOCHUX Meauja.

MpeHocBn Meaunjn, npe kopuwhera, Mopajy 6uTM NpoBepeHn Ha MpuUCycTBO BUpyca. AKO ce
YyTBpOM Aa NPEHOCMBW Meauj cagpXu Bupyce, YKOAMKO je To moryhe, Bpwu ce unwhene
Meauvja aHTMBMPYCHUM COTBEPOM.

Pu3nk op eBeHTyanHor rybutka nogaTaka NpuIvKoM uuwhera Meauja oA BuMpyca CHOCK
AOHOCMNaL Meauja.

Y uwby 3awTtuTe, ogHocHo yrnaga y WKT cuctem paga lMnpoTa ca WHTEpHETa, CUCTEM
aAMUHUCTPATOP je Ay>KaH Aa oap)KaBa CUCTEM 3a CrnpevaBarbe yrnaja.

PykoBoavoun opraHusaumoHux jeamHuua ogapehyjy Koju 3anocneHn uMajy npaso MnpucTyna
WHTEpPHETY paau MpuKyn/bakba nogataka M octanux uHdbopMauvja Be3aHuX 3a obasrbarbe
NOCNOBa Yy HUXO0BOj HAANEXHOCTU.

KopucHuumMMa Koju cy npuksbydeHn Ha UKT cuctem je 3abparbeHO CaMOCTaniHO NPUK/bydMBaHe
Ha MHTepHeT (MpPUK/byuMBame NPEKO COMCTBEHOr MoAeMa), npu Yemy Oacek 3a MHMOPMATUKY
MOXe YKMHYTU NPUCTYN MHTEPHETY Y C/lyyajy AoKa3aHe 3510ynotpebe ucror.

KopucHnum UKT cuctemMa Koju Kopucte MHTEpHET Mopajy Aa ce npuapkaBajy Mepa 3awTtute of
BMpycCa M ynaga ca uHtepHeTta y UKT cucrteMm, a CBaku padyHap 4vju ce 3anocieHn-KOPUCHUK
npuk/byyyje Ha WHTepHeT Mopa 6uTn ogrosapajyhe nogeweH wu 3awTtuheH, npu 4emy
noaewwasane BpwKn Oacek 3a MHMOPMATUKY.

Mpunukom Kopuwherwa nHTepHeTa Tpeba nsberasatn cymwmse WEB cTpaHuue, ¢ 063MpoM aa
TO MOXe Mpoy3poKoBaTH npobnemMe - HEnpuMETHO WHCTanuparbe LWMAMjYHCKUX mporpama M
C/INYHO.

Y cny4yajy Aa KOPUCHWK MpUMETM HeobU4HO MoHalame padvyHapa, 3anaxame Tpeba 6e3
oanarara Aa npujasn Opaceky 3a MHPOPMATUKY.

Crporo je 3abparbeHo rnegame (GpuaMoBa U Urpakbe urpyvua Ha padyHapuma u "Kpctapeme"
WEB cTpaHuLaMa Koje caapxe HeaonnyaH CajpKaj, Kao M CaMOBOSbHO Mpey3uMarbe UCTUX ca
NHTEpHeTa.

HepnosBosbeHa ynotpeba MHTepHeTa obyxBaTa:
e VHCTanupatbe, AUCTPUOYUMjy, OrnallaBatbe, NMPEHOC MAM Ha [APYrM HauMH UMHbEHE
AOCTYMHWUM ,,MAPATCKUX" UK ApYrux coTBEPCKUX NPOM3BOAA KOjWU HWUCY NULEHLMpaHK
Ha oAroBapajyin HauuH;
e HapyllaBarbe CUIYPHOCTM MpeXe WM Ha ApyrM HaumH oHeMmoryhaBare MNOCNOBHE
WHTEPHET KOMYHUKALUWjE;

12



e HaMEPHO LUNPEHE AECTPYKTUBHUX U OMCTPYKTUBHUX NPOrpaMa Ha MHTEPHETY (MHTepHET
BUPYCW, WMHTEPHET TPOjaHCKM KOHWM, WHTEPHET UPBU W Apyre BpCTE MaULMO3HUX

codTBepa);

e Hefo3BO/bLEHO Kopuwhere APYLUTBEHUX Mpexa W APYrMxX MHTEpHeT caapaja Koje je
OrpaHNYeHo;

e npey3umame (download) nogaTaka Benunke “TexuHe” Koje npoy3pokyje “3arywere” Ha
Mpexw;

npey3unMarbe (download) maTepujana 3awTnheHmx ayTopckMM npaBmMa;
e Kopuwhere NMHKOBA KOjU HUCY Yy Be3n ca nocnom (rnedarbe ¢unmoBa, ayamo u
BMAEOCTPEAMUHT U CI.);

KopucHMUMMa KOjuU HeaaekBaTHUM KopuluhereM MHTEPHETa Y3pOKyjy 3aryllerbe, npekug y
pagy vnu HapyluaBajy 6e36eIHOCT MpeXe MOXe Ce 0fly3eTU MPaBO MPUCTYNa UHTEPHETY.

16. 3awrnra og ryburka nogaraka
YUnaH 21.

basze nopaTtaka obaBe3HO ce apxuBupajy (3a noTpebe Bpahara ctapor ctara 6asa nogartaka),
Ha npeHocmee Meamje (CDROM, DVD, USB, ekcTtepHu xapa auck).

Octann 6uTHM HajnoBN-AOKYMEHTU Ce apxXMBUPajy TPEHYTHO, akO 3a TO 3anoC/eHu WUCKaxe
notpeby.

CBako 04 3anocneHunx oaroeapa 3a nogaTke Koje cam opmupa 1 yHocu y 6ase unm dajnose.

Ceaku 3anocneHu je y obaBesu ga ce nucaHum nytem obpatm Oaceky 3a MHMOPMATUKY M
HaBefe y Aonucy:
1. Koje nogaTtke opmmpa,
2. rae nx cHuMa u
a) NocToju N noTpeba 3a TPEHYTHO NpaB/beHe CUIYPHOCHE KOMWnje AOKYMeHTa
6) noctoju N notpeba 3a NOBPEMEHUM UMW FOAULLHUM apXMBUPAHEM
3. PokoBu vyBara apxuBa
4. TajHOCT apxuBMpaHNX nogaTaka
Q) CTpOro rnoBepsbUBM - CAMO JINYHM NMPUCTYN
6) 3a ynoTpeby y OKBUpY oferberba
B) cnoboaHu 3a jaBHy ynoTpeby

[JHEBHO KOMMpar-e-apX1BMpare BPLUM CE 33 CBAKM pafHu faH y ceamuum, of 00:30 uacoBa
CBaKOr paaHor AaHa.

HepersHO Konuparbe-apxuBmpame BpLUM Ce CBaKor NMoHeaesbka rno npasvanMa aeduHMcaHuM y
Oaceky 3a MHboOpMaTHKY.

oavwme Konupawe-apXmBupame BpLIK ce nocnearer pagHor gaHa y roamHu.
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CBaku npuMepak roavilHe Konuje-apxuBe 4YyBa Ce Yy POKY Koju je aeduHucaH YnyTCTBOM O
KaHLenapujckoM nocroBary opraHa apxasHe ynpase (,Cn. MacHuk PC", 6p 10/93, 14/93-
ncnp. n 67/2016).

CBakn npuvMepak MNpPeHOCHOr MHQOpPMATMYKOr Meauja ca Konujama-apxuBama, Mopa 6uTu
O3HayeH 6pojeM, BPCTOM (AHEBHA, HeAerbHa, MeCeyHa, roAavlibba), AaTyMOM u3page Konwuje-
apxvBe, Kao M MMEHOM 3anoCEHOMr-KOPUCHUKA KOjU je U3BPLUMO KoMupare-apXvBupame.

Konunje-apxuse ce 4yBajy Yy NpOCTOpUjU Koja je pu3nukn U1 y cKnagy ca MepaMa 3awTuTte of
noxapa obe3beheHa, a ABe HeaerbHe Konuje rnaBHOr cepBepa ce 4yBajy BaH 3rpage OpraHa
ynpaBe Ha MeCTuMa M N0 npaBunMMa AedUHUCAHUMM WHTEPHOM npoueaypoM Opaceka 3a
NHbOPMaTHKY.

loanwre konnje-apxuee ce n3pahyjy y ABa NpuMepKa, OA4 KOjux ce jeaaH vyBa y NpocTopujn y

KOjoj ce uyBajy OHEBHe, HeAerbHe M MeCeyHe Kornuvje-apxvee a ApYyrn npuvMepak BaH 3rpaje
OpraHa ynpase.

17. YyBawe nogaraka o pgorahajuma koju Mory 6uTM 04 3Ha4Yaja 3a
6e3zb6egHocT UKT cucrema

YnaH 22.

O aKTMBHOCTMMA aAMMHUCTPATOpPa W 3arnoC/EHUX-KOPUCHUKA BOAE Ce AHEBHMLUM AKTUBHOCTU
(activitylog, history, securitylog, transactionlog v ap).

Ceakor nocnegwer pagHor aHa y Heaerbn gaToTeke y KOjVIMa Ce Hana3n AHEBHUK aKTUBHOCTU

ce apxvBupajy no npoueaypv 3a uspagy Konuja-apxmea octanux nogataka y UKT cucrtemy, y
CKiagy ca un. 21 oBor npaBuIHUKA.

18. ObesbehnBarbe nHTErpmuTera cogpreepa n onepaTuBHUX CUCTEMA
YnaH 23.

Y UKT cucteMy Moxe Aa ce MHCTanupa camo codTBep 3a Koju noctoju Baxkeha nuueHua y
BNacHUWTBY Ynpase rpaga Nupota, ogHocHo Freeware n Opensource Bep3uje.

WMHcTanaumjy n nofelaBarbe codTBEPA MOXKE [Aa BPLUM CaMo paaHuk Oaceka 3a MHGDOPMaTUKY,
OAHOCHO 3aMnocieHN-KOPUCHMK KOji MMa NucaHo oBnalherbe 3a To.

WMHcTanaumjy n noaewasare copTBepa MOXe Aa M3BpLUM M Tpehe nuue, y ckiagy ca YroBopom
0 HabaBLK, OAHOCHO oApXKaBatby codTBepa.
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MNpe cBake WHCTanauwnje Hose Bep3vje codTBepa, OAHOCHO MoAelaBarba, HEOMXOAHO je
HanpaeuTK Konujy noctojeher, kako 6u ce obesbeanna MoryhHOCT noBpaTKa Ha MPeTXO0AHO
CTarbe Yy C/yyajy HeOUEKMBaAHUX CUTyauuja.

19. 3awrnra of 3/10ynorpebe TexHnYknx b6e36egHocHnx cnabocrun HUKT
cucrema

YnaH 24.

CncteM aAMUHUCTpATOP HajMare jeAHOM MeCeyHO a no noTpedbu m vewhe BpwKM aHanusy
AHEBHMKA akTmBHOCTM (activitylog, history, securitylog, transactionlog v ap ) y uwwby
naeHTndrKaunje noteHunjanHux cnaboctn UKT cuctema.

Ykonuko ce naeHtudukyjy cnaboctn koje Mory aa yrpose 6e3begHoct UKT cuctema, cuctem
AAMMHUCTPATOP je AyXaH Aa oAMax M3BpLUM MoAellaBarba, OAHOCHO MHCTanupa codTBep Koju
he OTKNOHUTK youeHe cnabocTu.

20. Obe3behnBamwe fa aKTHBHOCTH Ha peBusnjn HUKT cucrema umajy wto
MarH yTHyaj Ha pyHKLUHOHNCAHE CHCTEMA

YnaH 25.

Pesusnja NKT cuctema ce Mopa BpLIMTM TaKO Aa MMa LITO MakwW yTuUaj Ha MOCNOBHE npouece
KOPUCHWUKA-3anocneHnx. YKOIMKo TO Huje Moryhe y pagHO BpeMe, OHA@ Ce BpLM HAKOH
3aBpLUETKa pagHOr BpeMeHa KOPUCHMKA-3anocneHunx, Ymju 6u nocnosHU npouec 6uo omMeTaH, y3
NPETXOAHY CarnacHOCT HayeslHuKa Yrpase.

21. 3awrTnta nogaraka y KOMyHHKaUHOHNM Mpexxama yksbydyjyhn ypebaje n
Bogose

YnaH 26.

KoMyHuMKaLmMoHM kabnoeu M kabnoBu 3a Hanajake Mopajy 6uTM nocTaB/beHu Yy 3uay wam
KaHanvuama, Tako ga ce oHemoryhu HeoBnawheH npucTyn, O4HOCHO Aa Ce U3BpLUKM M3onauumja
oa moryher owtehemsa.

MpexHa onpema (switch, router, firewall) ce Mopa Hana3uth y 3akbydaHoM rack opMaHy.
Opacek 3a MHGOPMATUKY je AyXaH Aa CTaJHO BPLUM KOHTPOJSIHU Mpernen MpexHe onpeMe u
6naroBpeMeHo npeay3vMa Mepe y UMby OTKIakakba EBEHTYANTHUX HEMPaBUTHOCTW.

BexknuHa Mpexa Kojy Mory fa Kopucte nocetvouun objekata y HaAneXxHoCTu Ynpase, Mopa

61TV 0ABOjeHa O MHTEPHE MpeXe KOjy KOPUCTE KOPUCHWULM 3anoC/ieHn y YNpaBu M Kpo3 Kojy
Ce BpLUM pasMeHa Cyx6eHnx nogartaka.
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Ta Mpexa Tpeba aa 6yae o3HauveHa (CCUA) kao "GradPirot_xx" rae je "xx" pegHu 6poj pyTepa.

22. bezbegHocr nogaraka Koju ce npeHoce yHyrap oneparopa NKT cucrema,
Kao n namelhy oneparopa KT cucrema v /inya BaH oneparopa MKT cncrema

YnaH 27.

Mpag MWPOT He BPLIKM pa3MeHy nopaTaka Koju Cy O3HAYEHM HEKOM Of O3HaKa TajHOCTU ca
APYrMM OpraHMMa M opraHusauujama, ocMM MnofdaTtaka M3 MOBEpPEeHMX MOC/IOBA Ca APXKABHUM
OpraHuMa, LWTO je perynmcaHo 3akoHuMa u ypeabama Bnage PC.

23. lMuramwa wnHpopmaymnoHe 6e€36€4HOCTH y OKBHUPY yrpaB/batba CBHM
ghazama xmBoTHor ymnkstyca MKT cucreMa ogHOCHO [4€/10Ba CHCTEMA

YnaH 28.

HaunmH uWHCTanuparba HOBMX, 3aMeHa W oapasake noctojehux pecypca UKT cuctema oa
CTpaHe Tpehux nuua Koja HUCY 3anocneHa y Ynpasu, 6uhe geduHucaH yrosopom koju he éutu
CKJIOM/bEH Ca TUM NnuMMa.

YroBop 13 NpeTXoAHOr CTaBa Mopa Aa CajpXu onuce CBMX npoueaypa a nocebHo npoueaypa
Koje ce oaHoce Ha 6e36eaHocT UKT cuctema.

24. 3awrTnTta nogaraka Kojn ce Kopucre 3a norpebe recruparwa UKT cncrema
OAHOCHO f€J/I0Ba CHCTEMA

YnaH 29.
MNpunukom TecTuparwba cCuUCTeMa, MNoJaum KOju Cy O3HAYeHW O3HAKOM TajHOCTW, OAHOCHO

cnyx6eHoCTn Kao MoBepsbMBM MOAAUM, WM CY NUYHWM nogauwn, Tpebajy butn 3awTuheHn y
cKnagy ca nponucuma Kojuma je aedmHucaHa ynotpeba v 3alwtuta TakeBe BpCTE nojaTaka.
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25, 3awrnra cpegcraBa oneparopa MWKT cucrema koja cy AOCTynHa
npy>xaoynma yciayra

YnaH 30.

Tpeha nuua-npyxaouu ycnyra mspage v oapxasarba copTBepa MOry npucTynuTi CamO OHUM
nofaumma Koju ce Hanase y 6asama nogataka koje cy Aeo codTBepa KOju Cy OHW M3pagunu,
OHOCHO 3a KOje NOCTOjM YroBOpOM AeUHMCAH NpUCTyn.

Opfcek 3a uHGOPMaATUKY je OAroBOpaH 3a KOHTPONY MpUCTYNa M Haa30p Hah W3BpLUEHEM
yroBopeHux obaBes3a, ka0 M 3a MowToBare oAapeabu OBOr npaBuHMKA KOjuMa Cy TakBe
aKTUBHOCTK AedmHucaHe.

26. OpgprxaBare yroBOpPeHOI HHMBOa HHopmaynoHe 6e3begqHocTu U
NPY)XEHnX ycayra y CK/1agy ca yc/ioBUMa KOjH Cy yroBOPEHM Ca NMPYXaoLeM yciyra

YnaH 31.

paa MupOT HEMa CKIOMN/bEH YroBop ca TpehnM nuuMMa 3a npyxare ycnyra MHpopMaunoHe
6e36egHoCTN.

27. lpeBerHymja n pearoBame Ha 6e36e4HOCHe MHUYHAEHTE, LUTO Mogpa3yMeBa
agexkBaTtHy pasMeHy HH@opmaymja o b6e3begHocHuM cnabocrnma UKT cucrema,
HHUNAEHTHUMA M MPETHaMa

YnaH 32.

Y cnyyajy 6uno KakeBor vHUMAEHTa KOju Moxe Aa yrpo3u 6e36eaHoct pecypca UKT cucrema,
3anoc/IeHN-KOPUCHKK je AyXaH Aa oaMax obasectn Oacek 3a MHpopMaThKy.

Mo npujemy npujase, Oacek 3a MHGPOPMATKKY je AyKaH Aa oagMax obaBeCTn HadenHuka Ynpase
W npeaysMe Mepe y unrby 3awtute pecypca UKT cuctema.

YKONMKO Ce paauM O WHUMAEHTY Koju je peduHucaH y cknagy ca YpeaboMm O MOCTYMKy
[OCTaB/barba NojaTaka, MCTU, BpCTaMa U 3Hayajy MHUMAEHaTa M NocTynky obaseluTaBarba O
WHUMAEHTMMA Y WMH(MOPMALMOHO-KOMYHUKALMOHUM cuCTeMUMMa of nocebHor 3Hadaja, ,Cn.
MacHuk PCY, 6p, 94/2016), Oacek 3a MHMOPMATUKY je AyKaH Aa nopea HayenHuka obaBectu u
HaaneXHn opraH AedurHUcaH 0BoM ypeabom.

Oncek 3a MHGOPMaTUKY BOAU €BUAEHUM]Y O CBUM MHUMAEHTMMA, Kao M npujaBamMa MHUMAEHAT],

y ckfagy ca ypeaboMm, Ha OCHOBY KoOje, NMpPOTMB OArOBOPHOI /Nuua, Mory Aa ce Boae
AVCLIMMIIMHCKM, NPEKPLUAjJHU U KPUBUYHM MOCTYTLM.
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28. Mepe koje obe3belhyjy KOHTHHyHMTET oObaB/batba NMoc/sia y BaHPEAHHM
OKOJIHOCTHMA

YnaH 33.

Y cnyyajy BaHpeaHUX OKOJTHOCTH, Koje Mory Aa aoseay Ao usMewTawa WKT cuctema m3 3rpage
YnpaBe, Oacek 3a MHOPMATKKY je AyxaH Aa Yy HajkpaheM poky npeHece aenose KT cucrtema
(wnn obe3bean yHKUMOHMCAE peayAaHTHUX KOMMOHEHTW Ha pe3epBHOj /TIOKauMju YKOMKO
nocToje) HeonxoAaHe 3a (PYHKUMOHUCAHE Yy BaHpeaHOj CUTyauuju Ha pe3epBHY nokauujy, Y
CKNafy ca niaHoM pearoBaka Y BaHpeAHUM U KPU3HUM cuTyaumjama.

Cneundwvkaunjy aenosa VKT cuctema koju cy HeonxodHu 3a (PyHKUMOHMCaHe Yy BaHpeaHUM
cuTyaumjama mspahyje Oacek 3a MHOpMaATMKY, U TO Yy TpuU NpPUMEpPKa, 04 KOjux ce jedaH
Hanasu KoA eraje, Apyrn KoA 3amnoCieHOr HaAnexHor 3a nocnose oabpaHe v BaHpeaHe
cuTyaumje a Tpehu npumepak koA HavenHuka Ynpase.

Oenose UKT cuctemMa Koju HUCY HeonxoaHu 3a (YHKUMOHUCAHe Y BaHpPeAHUM CuUTyaunjama,
CKNafMLITE Ce Ha pe3epBHY JloKauujy, Kojy oapeau HadenHuk Ynpase. CknaguwTere Aenosa
KT cucrtema Koju HUCY HEOMXOAHM, Ce BPLUM Tako Aa onpeMa byae 6e3benHa un obenexeHa, y
CKnagy ca eBnaeHUMjoOM Koja ce 0 H0j Boau.

III. WM3meHa MpaBunHuka o 6e36egHOCTHN

YnaH 34.
Y cny4yajy HacTaHka MpoMeHa Koje MOry HacTynuTu ycnen  TEXHUYKO-TEXHOJOLLKMX,
KaApOBCKMX, OpraHu3aumoHux npoMeHa y WKT cuctemy wn pgorahaja Ha rnobanHom u
HaLMOHANIHOM HMBOY KOjX MOry Hapywutu nHgopmMaumony 6e3beaHoct, Oacek 3a MHPOpMaTUKy
je ayxaH aa obaBecTn HayenHuka Ynpaee, Kako 6M OH Morao Aa NpUCTYNM U3MEHW OBOr
NpaBuHWKA, Y UWbY YyHanpehewe Mepa 3allTUTe, HayMHa M npouedypa NoCTu3ara W

oAp>XaBarba aAekBaTHOr HMBOa 6e36eaHocTn UKT cucteMa, Kao 1 NpencnuTuBarbe oBnawherba
N 0AroBOPHOCTM Yy Be3n ca 6e3beaHolwhy n pecypcuma UKT cucrema.

IV. TpoBepa UKT cucrema

YnaH 35.
Mposepy UKT cuctema Bplumn Oacek 3a MHPOpMaTUKY.
MNpoBepa he ce BpLWNTK jeaHOM roauwme y centembpy.
MpoBepa ce BpLUIM TAKO LITO Ce:

1) npoBepaBa ycknaheHocT lMpaBunHuka o 6e3beaHoctn UKT cuctema, yaumajyhu y o63mp u
npaBUIHMKE Ha Koja ce BpLuKM ynyhuBame, ca NponucaHMM ycnoBMMa, OJHOCHO MpoBepaBa Aa
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NM Cy NpaBWHMKOM adekBaTHO npeasuheHe Mepe 3awWTuTe, npoueaype, osnawhera u
oarosopHoctn y UKT cucremy;

2) NnpoBepasa fa v ce y ornepaTMBHOM pafy aAeKBaTHO NpuMerbyjy npeasuheHe mMepe 3awTuTe
n npoueaype y cknagy ca yrepheHum osnawhernuma n oaroBOpHOCTMMA, MeToAaMa UHTEPBjya,
cuMynaumje, nocMaTpama, yenaa y npeasuheHe eBnaeHuUmMje n apyry AOKYMeHTauujy;

3) Bpwum nposepa 6e36eAHOCHUX CNaboCTM Ha HMBOY TEXHUYKUX KapaKTEPUCTMKA KOMIMOHEHTU
MKT cuctema MetogoM yBuaa Yy u3abpaHe nNpou3BoAe, apXMTEKTYpe pellera, TeXHUYUKe
KOHMUrypaunje, TexHuyke nogaTtke O cTaTycuma, 3anuce O pgorahajuma (norose) Kao W
METOAOM TecTuparba NocTojara No3HaTnx 6e36egHOCHUX CNaboCcTn y CIMYHUM OKpYXeHMMa.

O u3BpLLEHO] NPOBEPK CaunHbaBa Ce U3BELLTAj, KOju Ce AOCTaB/ba HAaYeNHUKy Ynpase.

V. Cappxaj nssewtaja o nposepu UKT cucrema
YnaH 36.

M3BewTaj o npoeepn UKT cuctema cagpxu:

1) Ha3uB onepaTopa UKT cuctema Koju ce npoBepasa;

2) BpeMe npoBepe;

3) nogaum o nMuMMa Koja Cy BpLuMna npoBepy;

4) usBeLuTaj 0 CNpoBeAeHNM paaHaMa npoBepe;

5) 3ak/bydke no nuTamy YycknaheHoctn [MpasunHuka o 6e36egHoctn UKT cuctema ca
NpONUCaHnM ycroBuMa;

6) 3aK/byyke No nuTarby ajekBaTHE NpuMeHe npeasuheHWx Mepa 3awTuTe y onepaTMBHOM
paay;

7) 3aK/byyke MO nNUTakwy eBeHTyanHuX 6e36egHOCHMX CnabocTM Ha HUMBOY TEXHUYKKUX
KapakTepuctuka komrnoHeHTn UKT cucrema;

8) oueHa ykynHor HuBoa nHgopMaumoHe 6e3beaHocTy;

9) npeanor eBeHTYyaHUX KOPEKTUBHUX Mepa;

10) noTnuc oaroBopHOr nuua Koje je cnposeno nposepy UKT cucrema.

VI. [lpena3He u 3aBpLUHe oapeabe
Ynan 37.

OBaj npaBWIHMK CTyrna Ha CcHary OCMOr AaHa oA AaHa objaerbuBarba y ,Cnyx6eHOM nucty
Mpapga Huwa".

MpeaceaHuk Fpaackor seha
Fpapa NMupota
mp BnapaH Bacuh
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